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Threats 30 - Days

B106
Bamital
Caphaw
Citadel
Conficker
Dorkbot
Gameover Zeus
Ramnit
Simda
Sirefef
Waledac
Zbot
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Threat: B106

Distinct_IP (Sum): 8932

Threat: Dorkbot

Distinct_IP (Sum): 7,512

Threat: Sirefef

B Distinct_IP (Sum): 2.578
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A Threat: B106
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Threat: Waledac

Distinct_IP (Sum): 9

Threat: Simda

Distinct_IP (Sum): 173

Threat: Gameover Zeus

Distinct_IP (Sum): 22

Threat: Conficker

Distinct_IP (Sum): 4,875

Threat: Caphaw

Distinct_IP (Sum): 10

Threat: B106
Distinct_IP (Sum): 8,932

Threat: Zbot

Distinct_IP (Sum): 76

Threat: Sirefef

Distinct_IP (Sum): 2,578

Threat: Ramnit

Distinct_IP (Sum): 757

Threat: Dorkbot

Distinct_IP (Sum): 7,512

Threat: Citadel

Distinct_IP (Sum): 2,318

Threat: Bamital

Distinct_IP (Sum): 5
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Conficker
30 279

This family of worms can
disable several

important Windows services
and security products. They
can also download files and
run malicious code on

your PC if you have file
sharing enabled.

Botnet Worm

=

Citadel committed online
financial fraud responsible
for more than $500Min losses
Coordinated disruption with
public-private sector

Identity Theft / Financial
Fraud

June 2014

Malware using Dynamic DNS
for command. It involved
password and identity theft,
webcam and other privacy
Invasions.

Over 200 different types of
malware impacted by the
take down.

Identity Theft /
Financial Fraud /
Privacy Invasion

Dorkbot
30121

Used for cyber criminal
activities such as credential
harvesting for financial fraud,
DDoS attacks, and the
downloading of malicious
payloads. Disrupted in
cooperation with FBI and
international law
enforcement.

Financial Fraud /
DDoS attacks /
Malicious Payloads
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